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A CONCEPTUAL DIAGRAM OF FIXING THE COORDINATES OF END DEVICES 
AND DETERMINING TELEMETRY OF THE ENVIRONMENT

Abstract. Wireless technologies of the Internet of Things (IoT) today allows us to use 
various sensors to predict climate change and analyze the ecological state of almost any region of 
the Earth. Many of them have already been adapted to management processes by eliminating the 
negative impact on nature in places of high concentration of people, in particular, in large and 
medium-sized cities.

This article discusses the applicability of "Internet of things" technologies in the field of 
environmental control. Modern environmental monitoring systems have a number of significant 
drawbacks: low speed of deployment, large size of stations, and high cost of maintenance. The 
authors propose a new approach to the construction of such systems using "Internet of things" 
technologies. This will allow you to create easily scalable low-cost systems with high energy 
efficiency through the use of modern technologies of long-and short-range wireless 
communication and connections over the Internet.

The Node description part provides a diagram that consists of several block parts: a block 
diagram for determining the coordinates of devices(Block1), a block diagram for storing 
information in memory (Block2), a block diagram of a real-time clock (Block3), a block diagram 
for measuring environmental telemetry(Block 4), a Lora radio module (Block 5). In Block 1, the 
module is small in size, but the advantage is economic energy saving. In Block 2, the SD card 
module performs functions such as storing, reading and writing information to the card based on 
the microcontroller command. The Block 3 real-time lock moments are assembled on the basis 
of a flowchart, the DS1307 chip. The block 4 measured atmospheric pressure and temperature 
and used a BMP180 sensor. In Block 5 of the radio module allows you to create radio network of 
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type "star" and used the radio RAK811. The Gateway part lists the algorithm for working with 
Gateway.

Keywords: climate monitoring, environmental pollution, data collection, LoRaWAN, 
LoRa Node, LoRa Gateway, telemetry.

INTRODUCTION
Environmental protection involves 

various types of solutions, and the IoT 
concept has underpinned most of them. 
However, many environmental problems are 
so complex that resolving them takes time to 
think about and develop a way to neutralize 
them. The collection of necessary data is the 
first step on this path; therefore, today 
millions of “smart” devices connected into a 
single network monitor the environmental 
impact of processed mineral products into 
energy, human waste, the state of forests, 
rivers, seas and other ecosystems.

The ability to receive a continuous 
stream of data allows you to take the 
necessary measures and avoid many threats 
associated with anomalies in the environment. 
Among the known capabilities of “smart” 
devices is the monitoring of weather 
conditions, seismic hazard, the state of the 
atmosphere and water. These are, although 
important, but by no means all areas of 
application of IT-technologies in the 
environmental field. Today, new products 
based on IoT systems aimed at solving 
environmental problems are actively 
developed and tested. Their mass 
implementation is hindered by certain 
technical problems, for example, various 
protocols for the operation of devices, the 
imperfection of the wireless infrastructure, but 
they are all at the solution stage and will be 
removed in the near future.

1 LORAWAN TECHNOLOGY
LoRaWAN from the LPWAN family -

Low Power Wide Area Networks. LoRa 
means Long Range. Its operating range is 

greater than the usual Wi-Fi, Bluetooth and 
2/3/4G - up to 15 kilometers. Naturally, 
physics does not give advantages without 
losses. At this range, the data rate decreases. 
But devices (smart devices, IoT devices) do 
not send video to each other, they do not use 
voice communication.

A speed of 30-50 bps is more than 
enough for the end nodes (sensors, counters, 
trackers, etc.) to transmit their information to 
the base station. This makes LoRaWAN an 
ideal data transfer medium for M2M, IoT, 
implementation of the Smart City, Smart 
Home, and other remote data collection tasks. 
Therefore, experts see the current 
development of the Internet of Things as the 
essence of the forthcoming fourth industrial 
revolution.

The main characteristics of 
LoRaWAN are [1]:

- Long range (>5 km urban, >10 km 
suburban, >80 km VLOS);

- Long battery life (>10 years);
- Low cost (<$5/module);
- Low data rate (0.3 bps – 50 kbps, 

typically ~10 kB/day);
- Secure;
- Operates in unlicensed spectrum;
- Localisation support;
- Bidirectional.
The LoRaWAN network also carries 

the risk that it will be easily accessible to 
unauthorized personnel; therefore, 
cybersecurity is a consideration. With many 
devices connected to the same gateway, there 
is also a need for proper routing (and subnet 
design). There is also a need for data to be 
easily transferred to the application layer.



302

Figure 1 – LoRaWAN architecture 
– LoRaWAN

The LoRaWAN architecture often 
includes more components. Instead of point-
to-point, end nodes must be connected to a 
gateway that communicates with a network 
server. This network server manages data 
routing, provides remote device management 
and cybersecurity by issuing randomly 
generated security keys each time a new 
device connects to it. It also makes it easy to 
access authorized data applications.

LoRa base stations connected to a 
single network server work as a single 
mechanism. Because most of the time the end 
devices are silent, then collisions on the air 
are extremely rare cases. Usually, when a 
sensor communicates, several BSs hear it at 
once. But only one will answer. This is not 
necessarily the closest to the BS sensor, but 
always the one with the best quality 
characteristics of the communication channel.

The network is very easy to build up -
you just need to connect the configured BS to 
the network server via Ethernet or mobile 
networks. However, you can’t be carried 
away with too high a density of stations per 
unit area:

- It is not economically feasible. 
Stations cost money; too high density will 
lead to unreasonable expenses.

- The station should always be at a 
dominant height. If your station is located on 
a 16-story building and well covers the 

neighborhood, then most of the information 
will go through it. Any additional BS at her 
side is likely to be idle most of the time.

- Each BS, one way or another, can 
take on the air a precious place. Too high BS 
density increases the risk of collisions.

As with most networking standards, 
devices need some kind of address and 
identification to be able to contact them and 
differentiate them from each other. LoRa uses 
the following addressing [1].

- DevEUI: Device unique hardware 
ID: 64 bits address. Comparable with a MAC-
addresss for a TCP/IP device.

- DevAddr: Device address: 32 bits 
address assigned or chosen specific on the 
network. Comparable with an IP address for a 
TCP/IP device.

- AppEUI: Application ID: EUI64 
address format. Uniquely identifies the 
application provider of the device. 
Then AppEUI is stored in the end-device 
before the activation procedure is executed.

- Fport: identifies end 
application/service. Port 0 is reserved for 
MAC messages. Comparable with a 
TCP/UDP port number for a TCP/IP device.

Security is a primary concern for any 
mass IoT deployment, and the LoRaWAN 
specification defines two levels of 
cryptography:
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- A unique 128-bit network session 
key shared between the end device and the 
network server (NwkSKey);

- A unique 128-bit application session 
key (AppSKey) shared at the application 
level.

AES algorithms are used to provide 
authentication and packet integrity on a 
network server and end-to-end encryption on 
an application server. By providing these two 
levels, it becomes possible to implement 
“multi-user” shared networks without the 
network operator having the visibility of user 
payload data.

Keys can be activated using 
personalization (ABP) on the production line 
or during commissioning, or they can be 
activated “over the air” directly at the point of 
connection (OTAA). OTAA allows you to 
reconnect devices if necessary.

2 DESCRIPTION, REALIZED 
NETWORK

Today, in the context of widespread 
climate change and the rapid growth of urban 
agglomerations, environmental monitoring is 
the most important task of our time. 
Observation and constant analysis of the state 
of the environment are also important in the 
process of its study and preservation, as early 

diagnosis of the disease in its treatment. The 
data obtained during monitoring and the 
results of their analysis are indispensable for 
the prevention, localization and investigation 
of environmental disasters and incidents. 
There are three main activities that make up 
environmental monitoring:

- monitoring of impact factors and the 
state of the environment;

- assessment of the actual state of the 
environment;

- forecast of the state of the 
environment and assessment of the predicted 
state.

But even individually, the methods 
currently used in Kazakhstan to solve each of 
these problems are hopelessly outdated, time-
consuming, require automation and are very 
costly. To solve the 1st of the tasks of 
environmental monitoring, it was decided to 
design a platform for the collection and 
transmission of environmental data in the city 
of Almaty and Almaty region, with which it 
will be possible to monitor the local 
environmental situation in real time and 
monitor all major sources of pollution. The 
system should have a low cost of creation and 
operation, it should be scalable, safe, and the 
final measurement stations are Autonomous. 

Figure 2 – Block diagram of a network fragment
2 – -
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The system consists of data collectors, 
which include several local and one base 
station, and a server (Figure 2). Collectors 
will be located in different parts of the city, 
with the base stations will be stationary, and 
local - mobile. Data transfer from local 
stations to base stations is performed on the 
basis of LoRa technology, and from base 
stations to the server data is transmitted using 
cellular mobile communication systems. 
Thus, all data from all stations are collected 
on the server and can later be accessed as user 
of the system via a web interface or mobile 
app and third-party software via API.

3 NODE AND GATEWAY 
DESCRIPTION
The LoRa Node (End device) consists 

of several flowcharts listed below:
- the block diagram to determine the 

coordinates of the device (in the figure 
Block 1.)

Block diagrams for determining the 
coordinates of the devices are collected on the 
basis of navigation module NEO-M8. This 
module has small dimensions, but the 
advantage is economic energy saving. In 
normal operation, the current consumption is 
5.3 mA. Operating voltage: 2.7-3.6 V, also 
placed passive dies. As a result, the antenna 

sensitivity was: -167 dBm. The navigation 
module is integrated into the microcontroller 
via the I2C interface and The time required to 
determine the coordinates in normal mode is 
1s.

- A block diagram for storing 
information in memory (in the figure               
Block 2.)

The SD card module performs 
functions such as storing, reading and writing 
information to the card based on the 
microcontroller command. It is possible to 
connect to the SD card circuit with an 
operating voltage range of 4.5-5 V. up to 2 
GB. the current loss is 80 mA.

The block diagram of real time 
clock(in the figure, Block 3.)
The retainer of real-time 

moments(seconds, minutes, hours, days, 
months, years) was assembled on the basis of 
a flowchart, chip DS1307. In normal 
operation, the chip consumes 500 kW. 
Integration with the control microcontroller 
(Master) was carried out through the I2C 
interface(figure SCL, SDA). Nonvolatile 
memory(EEPROM - AT24C32) is also placed 
on the circuit. As a result, the amount of 
memory to store information was increased to 
32K.

Figure 3 – LoRa node (End device)
– LoRa
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Block diagram for the telemetry 
measurement of the environment(figure 4 
Block.)

In the scheme, the BMP180 sensor 
was used to measure atmospheric pressure 
and temperature. The device consists of a 
piezo-resistive sensor, temperature sensor, 
ADC, non-volatile memory and 
microcontroller. integration with external 
chips(master) was carried out through the I2C 
interface(SCL, SDA).

Radio Lora (in the figure Block 5.)
As radio was used radio RAK811. 

Radio module allows you to create a radio 
network type "star". The module is equipped 
with a radio frequency transceiver, this 
transceiver has the ability to transmit data in 
urban areas at a distance of 5 km (in line of
sight - 15 km). In the module used 

STM32L151 microcontroller, this 
microcontroller has the advantage in 
economic power. The module can be 
controlled with simple AT commands.

The following devices were used:
- 16GB SD Card
- card reader,
- PC;
Below is the algorithm for working 

with Gateway
1. Install SSH tool on PC.
2. Write the latest firmware to SD card
3. Connecting the LoRa gateway
4. Login to LoRa gateway via SSH
5. Configure your LoRa gateway
6. Connect the gateway with The 

Things LoRa Network(TEN)
7. Connect the gateway to LoRa 

LoRaServer

Figure 4 – Assembly Gateway
–

The gateway will be built based on the 
RAK831 and single Board computer based on 
the microprocessor ARM Cortex-A53.

CONCLUSION
The solution of environmental 

monitoring problems is impossible without 
the use of modern measurement and 
communication tools, new computer 

technologies. Integration of all components of 
monitoring into a single technology 
minimizes the cost of their connection, 
reduces the time of data exchange and 
conversion, eliminates information loss, 
thereby increasing the reliability and 
efficiency of the created systems.
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The research was carried out within 

«Software-hardware complex for analysis and 

monitoring of climatic and ecological changes 
of the environment».
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